Abstract-Industrial wireless sensor networks (IWSNs) are facing more and more interference and coexistence problems as there is an explosive growth of wireless networks working in the unlicensed ISM band. To address these serious problems, we employ cognitive radio technology and formulate a novel cognitive IWSN with heterogeneous nodes, where cognitive nodes and sensor nodes separately perform spectrum sensing and data transmission. Correspondingly, we present a frame structure that allows both kinds of nodes to take up the whole frame for continuous spectrum sensing and successive data transmission, respectively. Then, a multiband cooperative spectrum sensing scheme (MB-CSS) is proposed for reliable and successive spectrum access. In this way, spectrum efficiency is enhanced while primary users are sufficiently protected. Furthermore, with the aim of minimizing energy cost, we optimize MB-CSS by solving mixed integer programming problems. Numerical results validate the availability of MB-CSS in heterogeneous cognitive IWNs, and demonstrate that the energy cost can be minimized under the condition that primary users are fully protected.
I. INTRODUCTION
With the dramatic development of ICT technology in both academic and engineering, more and more wireless networks are deployed nowadays, which brings about the interference and coexistence problems. More seriously, for the purpose of low-cost without purchasing spectrum rights, emerging wireless networks such as Bluetooth, ZigBee, and Wi-Fi are all working in the license-free Industrial, Scientific and Medical (ISM) band. In particular, industrial wireless sensor networks (IWSNs) including WirelessHART, ISA100.11a and WIA-PA [1] are all working in the ISM band. When different IWSNs are deployed in the same area, namely they are completely overlaid in time, frequency and spatial domains, there must be interference with each other, which will seriously decrease the network reliability.
While extremely crowded in the unlicensed ISM band, more spectrum resources are under-utilized in licensed bands, which has been confirmed by FCC reports [2] . To solve the spectrum scarcity problem caused by static spectrum allocation and improve spectrum efficiency, cognitive radio (CR) [3] is proposed and believed to be a feasible solution. CR offers an effective way that allows the unlicensed secondary users (SUs) to opportunistically access the white space unoccupied by the licensed primary users (PUs). Consequently, when adopting CR to IWSN, we equip the network nodes with dynamic spectrum access capability and formulate a new industrial wireless network paradigm named cognitive IWSNs (CIWSNs) [4] , [5] .
The advantages of CIWSNs include opportunistic channel usage for burst traffic, adaptability of reducing power consumption and overlaid deployment of multiple networks, etc [6] . Although both CR and IWSN technologies have been extensively investigated, we are still facing many challenges when designing and realizing CWISNs in practice. This is because there are many limitations inherited from IWSNs, such as energy-constrained and low-cost. In particular, the high energy cost for spectrum sensing against the inherent energy-constrained nature of IWSNs are the biggest challenge. Existing studies mainly focus on spectrum sensing [7] - [10] , spectrum access [11] , [12] , energy efficient resource allocation [13] , [14] , etc. In this paper, our attention is paid on the architecture of CIWSN and its energy cost.
In order to implement dynamic spectrum access in CWISNs, spectrum sensing is the most important step that must be done before everything. For conventional CWISNs with homogeneous nodes, in a normal frame with length T , network nodes first perform spectrum sensing for duration τ and then transmit data in the remaining duration T − τ. In this way, the longer of the sensing duration, the better sensing performance we will get, indicating a better protection of PUs. However, the sensing duration cannot be illimitably prolonged since there is an inherent sensing-throughput tradeoff problem [15] . Obviously, too long sensing duration will surely decrease the transmission duration in a frame, resulting in throughput reduction. More importantly, the spectrum access in homogeneous CIWSNs is nonsuccessive, resulting discontinuous data transmission. This is almost unacceptable for real-time industrial applications. Therefore, in this paper, we propose a novel heterogeneous CIWSN architecture to achieve continuous data transmission, which is more suitable for real-time applications in practice.
In the heterogeneous CIWSN, we separate the functions of spectrum sensing and data transmission into two kinds of heterogeneous nodes, namely cognitive nodes and sensor nodes. In doing so, cognitive nodes and sensor nodes can work simultaneously with a new frame structure, in which the durations for both spectrum sensing and data transmission are maximized to a normal frame. Meanwhile, not all nodes have to equip with CR modules and carry out spectrum sensing, which will accordingly decrease the system cost and the energy consumption. Based on the formulated CIWSN architecture, we propose multiband cooperative spectrum sensing (MB-CSS) by combining multiband spectrum sensing [9] with cooperative spectrum sensing [10] . In this way, we realize reliable and successive spectrum access in licensed bands while fully protecting PUs. Furthermore, we optimize MB-CSS by solving energy cost minimization problems which are mixed integer programming problems.
The rest of this paper is organized as follows. In Section II, we present the heterogeneous CIWSN architecture with a frame structure, while in Section III, we propose the MB-CSS scheme. Furthermore, the energy cost minimization problem is solved to optimize MB-CSS in Section IV. Then, simulations are performed in Section V to validate the availability of MB-CSS. Finally, conclusions are drawn in Section VI.
II. SYSTEM MODEL
As depicted in Fig. 1 , there are three kinds of nodes, namely network manager, sensor nodes and cognitive nodes. Sensor nodes are responsible for industrial measurement and control, while cognitive nodes are responsible for multiband spectrum sensing. Generally, the number of cognitive nodes is smaller than that of sensor nodes in practice. The network manager works as a fusion center [10] and a sink node to deal with sensing results and sensor data, respectively. Besides that, the network manager is also responsible for network initialization, organization, and management. The proposed CIWSN is wholly regarded as a secondary network that can access the licensed band to avoid the interference in the crowded ISM band. Correspondingly, we propose novel frame structures as depicted in Fig. 2 , since we have separated the functions of spectrum sensing and data transmission into cognitive nodes and sensor nodes, respectively. As shown, both sensing duration and transmission duration are prolonged to the maximum value of a normal frame such that cognitive nodes and sensor nodes can occupy the whole frame for their missions, respectively. In this way, we can achieve real-time spectrum sensing and continuous data transmission, which will accordingly improve both sensing performance and throughput. Moreover, there is no longer the sensing-throughput tradeoff problem as discussed in [15] .
III. MULTIBAND COOPERATIVE SPECTRUM SENSING

A. Multiband spectrum sensing by a cognitive node
In order to successively access licensed bands for continuous data transmission, each cognitive node is equipped with a CR module which is a software-defined radio with wideband RF antenna in practice. As illustrated in Fig. 3 , the wideband is divided into M non-overlapping narrowband channels and energy detection is performed on each channel in parallel. With the CR module, cognitive nodes can exploit multiple bands simultaneously over the wideband range, which is also known as multiband joint detection [9] . In doing so, when PUs occupy part of the licensed wideband, the network manager can schedule sensor nodes to execute data transmission in other appropriate bands according to the sensing results of cognitive nodes.
As cognitive nodes sense spectrum while sensor nodes transmit data, the original received signal in channel m(m = 1, 2, ..., M) of one cognitive node can be modeled as
where X m denotes the received signal, s p and s denote the signals of PUs and sensor nodes, respectively. h p and h s denote the channel gains from PUs and sensor nodes to the cognitive node, respectively. n m typically denotes the additive white Gaussian noise (AWGN) with zero mean and σ 2 n variance, i.e. n m ∼ N(0, σ 2 n ), and is independent of s p which also follows zero-mean Gaussian distribution.
The original received signal X m firstly passes through a decoder to remove the sensor signal. Since CIWSNs are application oriented and their sensor types are already given (such as temperature, humidity, etc.), the decoder can easily decode the sensor signal and remove it from the aggregate signal X m given by (1) . Therefore, the remaining signal is denoted as
Based on (2), we build up a binary hypothesis model for the channel m as follows:
where S is number of samples during sensing duration, H 0,m and H 1,m represent the channel m is unoccupied by PU and otherwise, respectively. After that, an energy detector is used to evaluate if CIWSN can work on the detected channel or not. Energy detection is the most popular spectrum sensing technology that has been widely used in CR. As energy detection has the characteristics of simplicity, low computation complexity, no requirement of prior PU knowledge and hardware availability, it is a best option for CIWSN. As shown in Fig. 3 , the energy output on the channel m is Y m = ∑ S k=1 |x m (k)| 2 , which is known to follow a Chi-square distribution with 2S degrees of freedom [16] . Thus, the false alarm probability and the detection probability [7] , [16] are given by
and
where Γ(a, x) = ∞ x t a−1 e −t dt is the incomplete gamma function and Γ(a) = Γ(a, 0). γ is the instantaneous signal-to-noise ratio (SNR). λ m is a predefined energy detection threshold in the channel m. For simplicity, we just assume
B. Cooperation among cognitive nodes
Due to the presence of noise, fading, hidden terminals, and obstacles, spectrum sensing of an individual cognitive node cannot make a full protection of PUs. In contrast, cooperative spectrum sensing by multiple cognitive nodes is an effective way to improve the sensing accuracy since it can fully exploit the spatial diversity [10] . Thus, we adopt cooperative spectrum sensing to improve the detection probability and decrease the false alarm probability, which will enhance the protection of PUs and the throughput of sensor nodes, respectively.
After multiband spectrum sensing by each cognitive node, multiple cognitive nodes report their local sensing results to the network manager. Assuming that there are N active cognitive nodes in CIWSN, we define Y n,m as the result of energy detection by cognitive node n in channel m. Furthermore, we assume the SNR at each cognitive node are equal, i.e., γ 1 = γ 2 = . . . = γ n = γ. This assumption is proper since network nodes in CIWSNs only transmit in short-range, which implies that the fading from PUs to all nodes are almost the same. As a result, the energy detection results on M channels by N cognitive nodes can be compactly written as follows:
With the local sensing results of N cognitive nodes in hand, the network manager makes a global decision on M channels by fusing Y. There are two methods to combine the local sensing results of cognitive nodes, usually named as data fusion and decision fusion [10] . Data fusion can provide complete sampling information of each cognitive node, which needs large bandwidth and consumes extra energy. Different from data fusion, decision fusion only needs cognitive nodes to send one bit local decisions to the network manager, which significantly saves bandwidth and energy. Moreover, the performance of decision fusion is comparable to data fusion in many practical applications. Therefore, we adopt the decision fusion in the proposed CIWSN.
According to the decision fusion, each cognitive node first makes a local decision on M channels as follows: 
Based on the global statistic D, the network manager makes the global decision based on the "K-out-of-N" rule [10] . That is to say, the channel m is regarded as occupied by PUs when D all m ≥ K, otherwise not when D all m < K. Typically, there are three special cases of the "K-out-of-N" rule that are widely used. Namely, OR rule, AND rule, and Majority rule, which correspond to the cases when K = 1, K = N, and K = N/2 , respectively, where · denotes the ceil function. With decision fusion, the false alarm probability and the detection probability by MB-CSS for the channel m are given as follows:
According to the global decision, the network manager determines whether or not to access the licensed wideband and selects the best channel for communication if multiple channels of the wideband are available. Finally, the network manager schedules the transmission of sensor nodes and performs adaptive channel switching when the current working channel becomes bad or PUs return. However, the transmission scheduling and the adaptive channel switching are performed in the MAC layer, which are out of the scope of this paper, and we will leave them as future works.
IV. ENERGY COST MINIMIZATION
In this section, we further optimize MB-CSS for energy cost minimization as energy cost is the most important concern of CIWSN. As the energy of sensor nodes is not consumed for MB-CSS, we only regard the energy consumption of cognitive nodes as the energy cost, which is completely spent for MB-CSS. The energy consumption of cognitive nodes mainly includes three parts that are used for spectrum sensing, signal processing and cooperative communication. Mathematically, the total energy cost can be written as
where E s denotes the energy consumption for spectrum sensing, E p denotes the energy consumption for signal processing such as modulation, signal shaping and local decision-making, and E t represents the energy consumption for transmitting the results of local decision. To be specific, E s depends on the number of samples on one channel and can be further expressed as E s = S · e s , where e s is the energy consumption of one sample and S is the number of samples which is regarded as the same of all cognitive nodes. E t includes two parts that are consumed for driving the radio electronic and power amplification. Therefore, E t further is expanded as
where e t−elec is the transmitter electronics energy, ρ amp is the power amplification parameter, and d n is the distance from the n-th cognitive node to the network manager. As can be seen, e t−elec is the fundamental energy consumption that depends on the mode of transmitter, while ρ amp d 2 n depends on the required sensitivity level and the distance between transmitter and receiver.
Then, our goal is to minimize the energy cost of cognitive nodes while sensor nodes can perform continuous data transmission. To this end, several constraints should be taken into consideration. First of all, PUs must be protected well, which requires the detection probability to be larger than a threshold α, i.e., Q (m) d ≥ α. Second, there should be no outage for the transmission of sensor nodes, namely the throughput of sensor nodes is no smaller than a predefined throughput thresholdR. Third, although cognitive nodes can maximize their sensing duration to the whole frame, the number of samples can be optimized according to the requirements for protecting PUs. Sometimes, good sensing performance can be achieved by a few samples when the channel condition is good enough. Therefore, we can maintain a low sample rate to save energy on the condition that the detection requirements are well satisfied. As such, the number of samples must be smaller than the maximum number of samples achieved during the whole frame. Finally, when the sensing performance is good enough for protecting PUs, there is no need for all cognitive nodes to participate in MB-CSS since more cognitive nodes will not help improve the sensing performance significantly but increase energy consumption. Thus, we can optimize the number of active cognitive nodes joining in MB-CSS to save energy. In this way, the number of active cognitive nodes must be no larger than the whole number of cognitive nodes in CIWSN.
Based on the discussion above, we formulate the energy cost minimization problem as follows:
whereŜ is the maximum number of samples by cognitive nodes.N is the maximum number of cognitive nodes that are deployed in CIWSN.R is the throughput threshold below which outage happens for sensor nodes. R (m) is the achievable throughput of sensor nodes in channel m. It is obvious that this problem is a mixed integer programming problem which is NP-complete. When referring to the throughput of CIWSN, two scenarios should be taken into consideration. One scenario is that the cooperative cognitive nodes exactly detect the available channel which is indeed unoccupied by PUs and sensor nodes transmit data without interference from PUs. For this scenario, the throughput is calculated as R
, where C (m) = log 2 (1 + γ) is the Shannon capacity. Another scenario, which will cause interference to PUs, is that cognitive nodes happen to make a miss detection. For this scenario, sensor nodes transmit data concurrently with PUs. Thus, from the perspective of CIWSN, PUs are also interference to sensor nodes. Consequently, the throughput is given by R (m)
With full consideration of the above two scenarios, the achievable throughput in channel m is given by
As shown in (11) , this optimization problem is subjected to several variables. Specially, the energy consumption is constrained by the numbers of channels, cognitive nodes and samples, while the detection probability is constrained by energy detection threshold, SNR and the "K-out-of-N" rule. Generally, the energy detection threshold is specified according to PUs' protection requirement while SNR depends on the channel condition. Thus, λ and γ cannot be optimized from the perspective of CIWSN. Furthermore, as the SNR and the number of samples are assumed the same in each channel, we only consider one channel optimization problem that is constrained by S and N. In this way, the optimization problem of (11) is transformed to
However, the above optimization problem (13) is still NPcomplete since both S and N are discrete integers. Therefore, the optimal solution for such problem should be the exhaustive search algorithm. Since both S and N are bounded, the complexity of two dimension search is not very high. Furthermore, an alternative search algorithm can be applied for fast converging.
V. NUMERICAL RESULTS
In this section, we present extensive simulations to evaluate the energy cost of the heterogeneous CIWSN with the optimized MB-CSS. Simulation parameters are set as follows. The occurrence probability of PUs is set to P(H 1 ) = 0.2, as a result of which P(H 0 ) = 0.8. The detection probability threshold is set to α = 0.9, which suits for the IEEE 802.22 specification. The throughput threshold is set toR = 1 bps/Hz. The maximum numbers of cognitive nodes and samples are set toN = 10 andŜ = 100, respectively. The SNR is set to γ = 2 dB. To satisfy a receiver sensitivity of -90 dBm, e t−elec is set to 40.4 pJ/m 2 according to [7] . The signal processing energy of cognitive nodes for the data rate of 250 kbps is E p = 147 nJ with voltage of 2.1 V and current of 17.4 mA, where only one bit is transmitted for decision fusion. The sensing energy for one sample is set to e s =8 nJ/sample. For comprehensive analysis, OR, AND and Majority rules are all applied to evaluate the performance of CIWSN. Fig. 4 depicts the relationship between the energy cost and the energy detection threshold. As shown, with the relaxtion of energy detection, i.e., the energy detection threshold increases, the energy cost decreases. This can be explained by the fact that the required numbers of cognitive nodes and samples to satisfy the constraints in (13) are not large when the energy detection threshold is high. In addition, decision rules also have significant impacts on the energy cost of CIWSN. Apparently, CIWSN employing OR rule consumes more energy than those with AND and Majority rules. However, when the energy detection threshold increases to a enough large value, the disparity between these rules is not large. Fig. 5 plots the energy cost versus the detection probability threshold. When the detection constraint becomes strict, which indicates that PUs need a better protection, the energy cost also increases as the required numbers of cognitive nodes and samples both increase. Among these, the influence of Majority rule on the energy cost is the smallest, while OR rule still cost more energy than others. Another observation is that more cognitive nodes consume more energy when the detection probability requirement cannot be well satisfied and all cognitive nodes have to participate in MB-CSS with the maximum samples.
In Fig. 6 , the influences of SNR on the energy cost is presented. When the channel condition is not good, i.e., SNR is low, cognitive nodes will consume more energy in order to fully protect PUs. However, along with the increase of SNR to a large enough value, the energy cost decreases rapidly which confirms that our strategy can reduce the unnecessary energy cost. Additionally, strict detection requirement consumes more energy since more cognitive nodes will join in MB-CSS and more samples are needed.
In Fig. 7 , the energy cost versus the throughput threshold is presented. Obviously, when the throughput thresholdR is small, cognitive nodes can work with low energy cost. In contract, when the throughput threshold becomes large, namely the throughput requirement is high, the energy cost increases quickly. As can be seen, when the throughput exceeds 1.2 bps/Hz, the energy cost attains the maximum value for all decision rules. However, this strict throughput constraint is not needed for sensor nodes in practice. Similar to Fig. 5 and Fig. 6 , strict protection of PUs cost more energy.
Finally, in Fig. 8 , we make comparisons between our proposed CIWSN with heterogeneous nodes and the con- ventional CIWSN with homogeneous nodes. The detection probability threshold is set to α = 0.9. It is obvious that, when the throughput threshold is not high, the energy cost of heterogeneous CIWSN is much smaller than those of homogeneous CIWSN. This is because the homogeneous nodes in conventional CIWSN perform both data transmission and spectrum sensing, wherein sampling rate is maximized without optimization. However, when the throughput threshold is very high, the energy cost are all maximized to satisfy the high performance requirements. Moreover, similar to Fig. 8 , when the throughput threshold is high, more cognitive nodes will participate in MB-CSS, which will consume more energy. In any case, the energy cost of homogeneous CIWSN remain constant as the numbers of cognitive nodes and samples are all maximized without optimization.
VI. CONCLUSION
In this paper, we proposed a novel heterogeneous CIWSN architecture, in which spectrum sensing and data transmission are separately executed by cognitive nodes and sensor nodes. Correspondingly, a new frame structure was proposed for the heterogeneous CIWSN, wherein both sensing duration and transmission duration were maximized. Besides that, we proposed MB-CSS to achieve successive and reliable spectrum access in the licensed band for continuous data transmission. Furthermore, we optimized MB-CSS by solving energy cost minimization problems. Numerical results showed that the heterogeneous CIWSN is superior to the conventional homogeneous CIWSN and the optimized MB-CSS can minimize the energy cost on the conditions that PUs are well protected and no outage happens to CIWSN.
